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0 Introduction Services are well known and widely accepied be- cause of its characters o
f reusing and interoperability, such as Web services. With the development of ser- vice-provi
ding enterprise, system makes rich and a great deal of number of access policies based on
many different resource properties in order to protect more granularity resource information,
and number of users are increasing rapidly in many services environments. These render use
r-to-role assignment and reles and permissions man- agement a complicated work and need
a general more flexible authorization model to meet new security needs. With services are wi
dely accepted and de| veloping, number of users can be in the hundreds or thousands or milli
ons in popular Web sites. In role-based access con- trol (RBAC)[1,2] model, the growing rapi
dly numbers of users make user-to-role assignment and permissions management formidable
tasks. Based on RBAC model, Mohammed et al[3-5] proposed RB-RBAC model to automatica
lly assign users to roles and put emphasis on palicie s that involved one and the same resou ERiE
rce attribute and did not study more granularity resource informa- tion(such as several differe 3333333333333333
nt resource attributes). In or- der to provide audit information for enterprise, Rule-Based Frov
isioning of RBAC model[6] is proposed by separating provisioning and the RBAC administrati
on system. As policy becomes finer-grained and involves more attributes,like RB-RBAC mode
I, number of roles and permissions grow exponentially as number of user attributes increase.

ERiA

This makes user-to-role and permis- sion-to-role assignment expensive and can not meet se-

curity needs of rich policies. ABAC model[7] makes rulesdirectly based on subject attributes, HBEFEAELESEFSMTNM MM NN MBS ENE
HEEESA MMM NN EESFENE RSN
MMM MMM BEFAE NS EEERI111111111111

object attributes, and considers more than resource attributes in access policies. However, th

e model does not use concept of role, the huge numbers of users render system administrati NMMNMEBESENS IS UM NIINES
on a complex and repeating task. ABAC model also does not consider how to deal with many FEE N2 1111111111111

policies that involves one resource attribute,such as the case in Ref.[3]. Liu et al[8] presente

d an attribute and role based access control (ARBAC) model for Web services, unify the acce
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